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Introduction: Emergency Management at Kent State University

It is critically important that Kent State University is prepared for any emergency situation that
threatens the well-being of our greater community. Preparation requires the planning and teamwork
of internal and external stakeholders, effective communications, and an environment of continuous
improvement and leadership in preparing and responding to all emergency events.

The University has an Emergency Management Plan to provide general guidance, organizational
structure and specific direction on preparedness and response activities intended to preserve life and
protect property in the event of an emergency. This plan organizes a command structure to integrate
and coordinate KSU and external services and resources in order to provide the most effective
response and recovery to an emergency.

It is vitally important that the University community operates within the command structure in order to
prioritize and deliver services and resources for the greater good, and we must work within the
command structure so that services and resources are provided to affected areas in a timely and
efficient manner. Individuals, departments and facilities shall not attempt to allocate emergency
services or resources without the knowledge and permission of the Incident Command Post or the
University’s Emergency Operations Center. Although in need of these services and resources, we must
be patient and allow the University’s Emergency Operations Center to organize these efforts for the
overall benefit of the University.

Command Structure

The Emergency Management Plan is based upon the concept that all emergency operations will begin
with the resources and response of KSU; external assistance will be requested when an emergency
exceeds institutional capabilities. All incidents within KSU begin with an initial level of response and
then escalate in accordance with the requirements of the incident. An emergency is managed by an
Incident Commander at a determined command post. If the Incident Commander believes the need to
acquire services and resources beyond the efforts of their operations, the University’s Departmental
Operations Center can be activated to support the efforts of the emergency operations or coordinate
efforts outside the operational area that is still affected by the emergency event.

Support at the executive and strategic level is provided by the Executive Policy Group. If need be, Kent
State University has the ability to request assistance beyond the University’s capabilities from the
County, State and Federal levels.
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Overview

Visitors, students, staff and faculty must take appropriate and deliberate action when emergencies
occur in University facilities. Careful planning, with an emphasis on safety, can help the University
handle crises and emergencies with suitable responses that may save lives. Supervisors are responsible
for ensuring all employees are familiar with and are able to follow this emergency response plan (ERP).
Where appropriate, staff members may be assigned emergency response duties to assist during an
emergency.

Follow these important steps when there is an emergency:

» Confirm the report of an emergency and evaluate its conditions
» Report the incident immediately to the Police Services
» Follow instructions from emergency first responders

The Emergency Response Plan is an adjunct to the Kent State University Emergency Management Plan.
The primary goals of our Emergency Response Plan are:

» To protect lives, property, and the facility

» To prevent or minimize the impact of emergencies and to maximize an effective response from
the campus community

» To provide for the continuity of facility operations

Emergency Occurrence after Hours
There is a significant chance an emergency may occur outside regular Kent State University office

hours. While the structure of this plan remains the same, its implementation may vary depending
upon available resources and manpower. Until that time, the individual(s) assuming the most
responsibility should attempt to follow the guidelines of the plan while making the appropriate
notifications.

ERP Management
This plan will be reviewed annually. If the plan is changed, an updated copy of the Emergency

Response Plan must be sent to Kent State University Police Services.
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Preparing for Emergencies

Training and practice is vital to the success of this response plan and to be properly prepared during an
emergency. Staff members are encouraged to train and practice responding to different types of
emergency events. Listed below are types of training that can be utilized to better prepare staff
members.

Seminar - Is an informal discussion-based exercise used to teach or orientate to new or existing plans,
policies or procedures.

Workshop - Is a formal discussion-based exercise used to develop new processes and procedures
through coordinated activities, obtain consensus and collect or share information.

Tabletop Exercise - Involves key personnel in an informal group discussion centered on a hypothetical
scenario with the goal to identify strengths and weaknesses, and test existing plans and procedures.

Drill - Is a supervised activity that tests a specific operation or function of a single agency or
department. Drills test existing or new procedures, practice and maintain skills and prepare for more
complex exercises.

Functional Exercise - Is a single or multi-agency activity designed to evaluate capabilities and multiple
functions using a simulated response. Functional exercises help to evaluate management of emergency
operations centers and command posts, and assess the adequacy of response plans and resources.

Full-Scale Exercise - Is a multi-agency, multi-jurisdictional activity involving actual deployment of
resources in a coordinated response as if a real incident had occurred. A full-scale exercise is intended
to assess plans and procedures, and evaluate coordinated responses under crisis conditions.

Contact Public Safety at 330-672-3070 for help with conducting training.

If a training session is conducted, notify Public Safety in order to keep an accurate record with
them.

Assistant chief of Police, William Buckbee, wbuckbee@kent.edu
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Reporting an Emergency or Crime
Kent State University Police and Kent City Fire
911

330.672.2212

In the event that the faculty or staff needs assistance, they should call Police Services at 330.672.2212

The caller should provide Police Services with the following information:

» The KSU Dispatcher will ask you for the location of the incident. Provide them with information
so that first responders can locate the area quickly.
» The KSU Dispatcher will ask you questions, such as:
0 What is the emergency type?

= Medical, Violence, Disruption
= The number of people involved any weapons, etc.
= Anyinjuries
= Description of suspect(s)
= Direction of travel of suspects

» When prompted, provide dispatcher with as much information about emergency as possible
» If the KSU Dispatcher gives you instructions, follow them to the best of your ability

Silent Panic Alarms

Some offices have silent panic alarms installed. These types of alarms are only to be used in the rare
incidents where a disruptive person is in the room, and staff believes that calling the police by
telephone will incite the person more or create a dangerous situation. If a panic alarm is activated for
any reason, staff members will call the police as soon as it is possible to notify them of the
circumstances so that officers can respond accordingly.

Audible Burglary Alarms

If staff members hear a burglary alarm, they will immediately contact KSU Police Services and notify
them of the location of the alarm and provide them with any information that will help officers
respond. If an alarm is activated accidentally, staff members will contact the police and notify them of
the error.
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Campus Emergency Mass Notification

The University employs several systems that may be activated during emergency conditions. Some of
these systems are under the express control of the Kent State University Police Services Division.
Others have dual activation control with University Communications and Marketing (UCM). There are
a number of conditions that may necessitate alerting the University community. These could include
occurrences of certain crimes, tornado warnings, evacuations, acts of violence and searches for wanted
or missing people. Except for tornado sirens, if an emergency system is activated, an “all clear”
message should be broadcast after the emergency condition has subsided.

University Mass Notification System (MNS)

KSU Police Services utilizes building speaker systems and Cisco IP Phones to make voice
announcements in University facilities. The MNS is connected to speakers in the buildings and
designated Cisco Phones so that KSU Police services can deliver a voice message to the University
community in emergency situations. For those facilities that don’t have a speaker system, phones have
been designated and activated in key locations to receive a message. Designated Cisco Phones have
also been programmed to deliver written messages on the phone screen in the system is activated.

Tornado Sirens

The University has several tornado sirens located throughout campus to be used in case of tornado
warnings. They are also capable of delivering a voice message for other emergency conditions.

Tornado Siren Activation:

> Sirens are sounded for 9 minutes. If the hazardous condition still exists after 20 minutes, the
sirens are activated for another 9 minutes. This will continue until the hazardous condition is
over.

Siren Testing:

» Bi-Monthly Tests are conducted on the first Wednesday of every month at 1100 hours, and on
the third Wednesday at 1800 hours and last for three minutes

» During tornado awareness month, a test is performed at the designated time for the statewide
test

» Repair Tests last for only a few seconds at a time and involve only the affected siren
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Flash ALERTS

Flash ALERTS is Kent State’s official emergency text notification system to alert subscribers of critical
information. Flash ALERTS expands the university's ability to send critical news and information to the
university community during campus emergencies. KSU Police Services and UCM have dual activation
control. During a campus emergency situation, Flash ALERTS can send a text message delivering critical
information.

Cable Television Emergency Activation System (Cable TV EAS)

KSU Police Services and UCM have dual activation control with the Cable TV EAS on campus.
Emergency conditions can be broadcast to the community by a voice recorded message through
televisions located on the University cable network. Televisions on the network will hear a tone,
followed by the recorded message. The message will repeat itself 3 times.

Mass Email; Kent.edu

UCM has the ability to send out mass emails and make changes to the University website to provide
updated information during emergency conditions. Emails are sent to all active University emails for
faculty, staff and students. Website changes include posting an emergency banner and the placement
of announcements describing the emergency condition, instructions and updates.
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Threat & Hazard Plans

Active Shooter Incident
Before:

» Provide training opportunities to staff members with A.L.I.C.E Training
» Promote campaigns such as See Something Say Something and Step Up and Speak Out

During:
Hot Zone: The immediate area of an incident where danger is high and likely

Warm Zone: The area beyond the hot zone where danger is less likely but still a
concern

Varm lone

Hot Zone

Cold Zone:  The area beyond the warm zone where danger is unlikely h

Zones are fluid and can change quickly

In the hot zone of the ASI:

1. Evacuate, Barricade, Counter

2. Utilize speaker systems, telephones, portable radios and word of mouth to notify others of the
incident

3. Call police at 911

In the warm zone of the ASI:

1. Secure your area
2. Emergency actions: lockdown and evacuation

Staff Members:

» If possible, help evacuate or lockdown
» Communicate any observations and other pertinent information to Police

After:
> Use first aid supplies to treat possible victims

0 |If first aid supplies are not available or are insufficient, treat victims with make-shift supplies
to treat bleeding and other major wounds

0 As best you can, communicate with first responders
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Bomb Threat

Before:

It is important that anyone who might receive a bomb threat be aware of the proper procedures. By
being prepared for such an incident, they will be more mentally capable of handling the problem
without panic.

The only two reasons for a bomb threat to be made are:
1. The caller has knowledge of an explosive device;

2. To cause general alarm or panic.

Most bomb threats are received by phone. Bomb threats are serious until proven otherwise. Act
quickly, but try to remain calm and obtain as much information as possible.

During:

If a bomb threat is received by phone:
1. Keep the caller on the line for as long as possible

2. Listen carefully; be polite and show interest.
3. Try to keep the caller talking to learn more information:

» When is the bomb going to explode?
Where is it right now?

What does it look like?

What kind of bomb is it?

What will cause it to explode?

YV VYV V V

Did you place the bomb?

4. Write down as much detail as you can remember from the call. Try to get exact words.
5. If possible, copy the number on the display screen

6. As soon as the caller hangs up, immediately notify the police at 330.672.2212 or 911

If a bomb threat is received by handwritten note:
1. Call police at 330.672.2212 or 911

2. Handle note as minimally as possible

If a bomb threat is received by email:
1. Call the police at 330.672.2212 or 911

2. Do not delete the message
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FOR ANY BOMB THREAT INCIDENT DO NOT:
Evacuate the building

Activate the fire alarm

Share the information with unauthorized people

Determination of Threat Level:
LOW LEVEL - The probable motive is to cause disruption: The caller is vague in their threat, merely
stating that there is a bomb, they provide no specifics and hang up quickly.

MEDIUM LEVEL -The caller gives details such as the size, location, or type of bomb. The caller stays on
the line longer and states a motive for the bomb.

HIGH LEVEL - The caller is very detailed and describes the type, power, location or time of detonation.
The caller stays on the line longer or makes multiple calls. The caller may exhibit advanced knowledge

of bombs. In addition, the caller may make demands such as publicity, money etc.

Staff Members:

» If necessary, help with the appropriate emergency actions
» Communicate any observations and other pertinent information to Police

After:
Please notify the appropriate department heads
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BOMB THREAT CHECKLIST

BOMB THREAT

CALL PROCEDURES Date: Time:
. Time Caller Phone Number Where
Most bomb threats are received by phone. Bomb threats Hung Up: Call Received:
are serious until proven otherwise. Act quickly, but

remain calm and obtain information with the checklist on

the reverse of this card. Ask Caller:

e Where is the bomb located?
(Building, Floor, Room, etc.)
e When will it go off?

e What does it look like?
e \What kind of bomb is it?
e What will make it explode?

If a bomb threat is received by phone:

1. Remain calm. Keep the caller on the line for as long as
possible. DO NOT HANG UP, even if the caller does.

2. Listen carefully. Be polite and show interest.
3. Try to keep the caller talking to learn more information.

4. If possible, write a note to a colleague to call the
authorities or, as soon as the caller hangs up,
immediately notify them yourself.

5. If your phone has a display, copy the number and/or
letters on the window display.

6. Complete the Bomb Threat Checklist (reverse side)
immediately. Write down as much detail as you can
remember. Try to get exact words.

7. Immediately upon termination of the call, do not hang
up, but from a different phone, contact FPS
immediately with information and await instructions.

If a bomb threat is received by handwritten note:

e Did you place the bomb? Yes No
e Why?
e What is your name?

Exact Words of Threat:

e Call Information About Caller:

e Handle note as minimally as possible.

o Where is the caller located? (Background and level of noise)

If a bomb threat is received by email:

e Estimated age:
e |s voice familiar? If so, who does it sound like?

e Call
e Do not delete the message.

o Other points:

Signs of a suspicious package:

e No return address e  Poorly handwritten Caller’s Voice Background Sounds: Threat Language:
: ; O Accent O Animal Noises O Incoherent
e Excessive postage e Misspelled words
X i Vep 9 ISP i W O Angry U House Noises U Message read
e Stains ® Incorrect titles Q calm O Kitchen Noises O Taped
e Strange odor e Foreign postage U Clearing throat [ Street Noises O Irrational
e Strange sounds ® Restrictive notes O Coughing 9 Booth Q  Profane
. U Cracking voice [0 PA system U Well-spoken
® Unexpected delivery Q Crying O Conversation
] O Deep O Music
DO NOT: O Deep breathing O Motor
. ) . U Disguised U Clear
e Use two-way radios or cellular phone; radio signals O Distinct O Static
have the potential to detonate a bomb. O Excited O Office machinery
e Evacuate the building until police arrive and evaluate O Female @ Factory machinery
the threat. O Laughter U Local
e Activate the fire alarm. Q Lisp O Long distance
- 4 Loud
e Touch or move a suspicious package. O Male Other Information:
U Nasal
WHO TO CONTACT (select one) Q Normal
U Ragged
Follow your local guidelines 0 Rapid
. . . U Raspy
Federal Protective Service (FPS) Police Q Slow Hom eland
1-877-4-FPS-411 (1-877-437-7411) Q Slurred P
o11 a sof Security
U Stutter




Before:

Disruptive Person

» Communication skills workshops through Human Resources

>

During:

>

After:

“Recognizing and Responding to Threatening Behavior” through Police Services

Listen to your instincts -- if you sense danger, then make sure there are others around or
call for help.

Don't be rude -- being rude, even when someone else is rude to you, only makes the
situation worse.

Use silence- - when people are upset, they will vent. Listen to what they have to say
without interruption. You might add to their anger and they just might say something
they you could use to help them with their problem.

Set appropriate boundaries and be direct -- it is easier to ease boundaries later than to
build them up after the fact.

Don’t give quick advice- - offering advice or the answer to a problem before a person is
ready can be perceived as rude or not genuine. If they are upset, deal with the person’s
feelings before offering quick advice.

Offer options whenever possible -- people usually get angry when they feel scared or
trapped. By pointing out their options, you empower them to make a decision they have
control over.

Don't take it personally -- many times the person is angry with a situation. Keep calm and
utilize the skills you would use for any customer/student/person.

Be ready to help even if it's not your job. Don't be afraid to ask or give assistance to a co-
worker. You may want to stay around if you think your co-worker might need help.

Validate feelings. Sometimes they have a reason to be upset. Own up to mistakes made
and discuss options for a resolution. If you or your department did not make a mistake,
recognize the individual still feels upset and has a problem...try to help.

Please notify the appropriate supervisor or department heads
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Plan and practice escape routes

Know where fire extinguishers are located through-out the building

Receive training from Fire Safety on the use fire extinguishers

Pay attention to housekeeping issues. Do not clutter exits, stairways, and storage areas with
waste paper, empty boxes, and other fire hazards.

» "RACE":

O R:Remove anyone from immediate danger

0 A: Activate the building fire alarm system and call 911

0 C: Confine the fire by closing all windows and doors

O E: Evacuate the building

» Identify places of refuge for people who cannot evacuate

During:

In the event of a fire or a legitimate report of a fire:

» Nine step size-up:
1. Gather the facts
. Assess and communicate the damage
. Consider probabilities
. Assess your own situation
. Establish priorities
. Make decisions
. Develop plans of action
. Take action

O 00 N O L1 W N

. Evaluate progress

» When leaving the building, staff members will close all windows and doors. This will stop the
spread of fire

Y

If you encounter smoke, drop down to the floor and stay low until you reach the exit
» When evacuating the building, always use the stairs, never use the elevator, because power
could be lost, trapping you on the floor of the fire
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Procedures:
If it can be done safely, extinguish the fire

> If successful, call KSU Police at 330.672.2212 or 911

If not successful or the fire is too dangerous:
Pull the nearest fire alarm and call KSU Police at 330.672.2212 or 911

If fire alarm is activated,
» Evacuate the building following the evacuation procedures
» Staff members should help coordinate students once they have left the building. People must
be moved at least 500 feet from the building and clear from the pathways where first
responders will be entering.
» Staff members will help make sure people do not impede the response of first responder. If
safe, staff members should be stationed near exits to ensure no one enters the building.

If the fire alarm ceases to sound, staff members will still not allow people into the building. People will

only be allowed to enter the building once it is determined to be safe. The message will be delivered
by a police officer or other first responder.

After:
Please notify the appropriate department heads
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Hazardous Materials

Before:

A release of hazardous materials could involve chemical, biological or radioactive materials. The ability
of an employee or student to respond to a hazardous materials release will depend on many factors,
including:

» The amount of material spilled or involved in an incident

The physical, biological and chemical characteristics of the material
The material's health and hazard characteristics

>

>

» The location of the spill

» The level of response training obtained
>

Types of personal protective and spill response equipment available

During:
If a hazardous materials release occurs that cannot be handled by an employee, then:

» Call Police Services at 911 or 330.672.2212
» If a staff member believes evacuation of the building is necessary,
O Call Police Services at 911 or 330.672.2212
0 Notify the dispatcher the building needs evacuated due to a hazardous material spill,
provide as much information as possible on the hazardous material released, and give
any other information that would aid in the evacuation of the building and provide
safety to persons and property.
0 The dispatcher will activate AMPS for that building or area, and deliver the necessary
emergency message
» Staff members or students should alert people in the immediate area of the spill and evacuate
the area
If an explosion hazard is present, do not toggle power switches
Confine the hazard by closing doors as you leave the area

Evacuate the building following the evacuation procedures

vV V V V

Meet with first responders to provide them with information about the location, nature and

size of the spill
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» Isolate contaminated persons. Avoid cross-contamination or chemical exposure from
contaminated persons

» If needed, staff members should follow decontamination procedures

After:
Please notify the appropriate department heads
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Medical Emergency

Before:
Medical emergencies related to injury and/or illness fall into two categories:

» Life Threatening
» Non-life Threatening

Life Threatening

Airway and breathing difficulties

Cardiac emergencies

Severe traumatic bleeding

Head injuries with altered level of consciousness
Spinal trauma

Compound fractures

Unconsciousness

Epilepsy & seizures

VVYVY VYV VYYVYY

Diabetic emergencies

Non-Life Threatening

» Dislocations
» Fractures
» All other minor injuries (small cuts, bumps and bruises)

Life threatening problems require prompt emergency response, which requires calling emergency
medical services (EMS) as quickly as possible. The caller must give quick accurate information to the
EMS dispatcher to insure a rapid response.

Non-life threatening injuries may or may not require EMS response. Often, you can ask the victim if
they would like an ambulance or EMS. When there is doubt, call for EMS. If a patron requests EMS
response on their own, call immediately.

During:

» To the best of your ability, determine whether the medical emergency is life threatening or
non-life threatening
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Life Threatening

» Size-up the scene for your safety
» Perform an assessment of the victim
» Summons more advanced medical personnel

Calling EMS (911):

» Dial 911by telephone or cellular telephone; you may also call 330.672.2212
» The EMS dispatcher will ask you where the emergency is located:
O State the location of the emergency, for example: Room 400 Bowman Hall
0 The EMS dispatcher will ask questions to ascertain the victim’s medical condition, such as:
e Whatis the problem?
e Whatis the victim’s level of consciousness?
e |[s the victim having difficulty breathing or not breathing at all?
e Does the victim show signs of circulation or have a pulse?
e Isthe victim bleeding severely and if so from where?
e Gender and approximate age of the victim?
» The EMS dispatcher may provide you with instructions on how to help the victim until advanced

medical personnel arrive

Non-Life Threatening

» Size-up the scene for your safety

» Perform an assessment of the victim

> If the victim is conscious and able to communicate, ascertain whether the victim would like
your help or EMS.
0 If so, you may summons more advanced medical personnel for the victim or show the

victim how they can contact EMS

After:

» Complete the appropriate form below:

0 Employee Report of Injury

0 Non-employee Report of Injury

0 Safety Hazard Report
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Utility Failure
During:

Power Outage

» The EC or designee will call University Facilities Management (UFM) at 330.672.2345 and notify
them of the issue(s)

» The EC or designee will call the KSU Police and notify them of the issue, that UFM was
contacted and possible safety concerns inside the building

» If necessary, staff members will assist students and other building occupants with moving to a
safe location within the building

» If there is a potential for harm to persons or property in the facility, the EC or designee will
coordinate the orderly evacuation of the facility with other staff members

» If able to be done safely, the EC or designee will coordinate staff members to check on areas
that could have a potential for danger, such as elevators, particularly dark areas, etc...

» Staff members will evaluate their work areas for hazards created by the power outage. If it is
safe to do so, secure hazardous materials and shut down hazardous processes, take actions to
preserve human and animal safety and health, and take actions to preserve research.

» Staff members will turn off and/or unplug non-essential electrical equipment, computer
equipment and appliances. Keep refrigerators and freezers closed throughout the outage to
help keep them cold.

If it is determined that the power outage may be for a considerable period of time, the EC may decide

to close the building. Follow building closure procedures and notify the KSU Police, department heads
and University administrators.
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Phone Qutage

During:
1. Upon learning of a University system telephone outage, the EC or designee will contact KSU Police
by cell phone and notify them of the outage

2. The EC or designee will call 330.672.2552 to report the outage
3. The EC will attempt to notify staff members that the University telephone system is down in the
facility and that if they need to report an emergency student, staff and visitors will need to use

cellular telephones to do so by dialing 330.672.2212 or 911

4. Staff members will utilize cellular devices or University portable radios for communication until the
outage is repaired

5. Once the outage is repaired, the EC or designee will relay the message to staff members inside the
facility

After:
Please notify the appropriate department heads
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Severe Weather

Thunderstorms and Lightning

All thunderstorms produce lightning and are dangerous. Other hazards associated with thunderstorms
include tornadoes, strong winds, hail and flash flooding.

Severe Thunderstorm Watch:

The National Weather Service issues a severe thunderstorm watch when severe thunderstorms are
likely to occur.

Severe Thunderstorm Warning:

The National Weather Service issues a severe thunderstorm warning when there is imminent danger to
life and property of those in the path of a storm.

During a Thunderstorm warning:

» If the building has the bathing facilities, staff members should warn occupants and students to
avoid showering or bathing as metal bathroom plumbing and fixtures can conduct electricity
causing shock or electrocution

» Staff members should cease activities in the classroom if the equipment being used or activity
could be harmful to participants if the building was struck by lightening

» Use a corded phone only for emergencies; cordless and cellular telephones are safe to use

» Staff members should unplug appliances and other electrical items such as computers, stereos,
televisions and air conditioners; power surges can cause serious damage
Tornadoes
Tornado Watch:

The National Weather Service issues a tornado watch when weather conditions indicate that a tornado
is possible.

Tornado Warning:

The National Weather Service issues a tornado warning when a tornado has been sighted or indicated
by weather radar. The Kent State University tornado sirens are activated when a tornado is sighted
nearby.

Page 20



During a Tornado warning:

» Upon notification of a tornado warning (Tornado Sirens, AMPS, etc.), staff members should
help coordinate building occupants to tornado shelter areas. Signs on the walls will help direct
people to these areas.

» People may also go to a pre-designated safe room, basement, storm cellar or the lowest
building level. If there is no basement, go to the center of an interior room on the lowest level
(closet, interior hallway)

» Staff members should notify building occupants to stay away from corners, windows, doors and
outside walls

> Sirens are sounded for 9 minutes. If the hazardous condition still exists after 20 minutes, the
sirens are activated for another 9 minutes. This will continue until the hazardous condition is
over

Do not call Police Services for verification of the emergency indicated by the siren. They will be busy
dealing the emergency calls for service. Use the radio, smartphones and the internet to keep
appraised of the weather and possible actions staff members may have to take.

Page 21



YV V. V VY V

Suspicious Packages

Examine unopened envelopes/packages and look for suspicious feature
If possible, handle incoming mail in a designated, separate mail area
Restrict mailroom access to authorized persons

Wash your hands after mail is opened

Refrain from eating or drinking in a designated mail handling area

Detecting a hazardous letter or package:

Inappropriate or unusual labeling

V V. .V V V V VYV V VYV V

Appearance

YV V. V V V V

Excessive postage

Handwritten or poorly typed addresses

Misspellings of common words

Strange return address or no return address

Incorrect titles or title without a name

Not addressed to a specific person

Marked with restrictions, such as ‘Personal, ‘Confidential, or ‘Do not x-ray’
Marked with any threatening language

Postmarked from a city or state that does not match the return address
No postage or non-canceled postage

Foreign writing, addresses, or postage

Powdery substance felt through or appearing on the package or envelope
Oily stains, discolorations or odor

Crystals or powder-like residue

Lopsided or uneven envelope

Lumps, bulges or protrusions

Excessive packaging material such as masking tape, string, etc.
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Other suspicious signs

Excessive weight
Ticking sound
Protruding wires or aluminum foil

Hand delivered items

vV V V VY V

Any letters or packages arriving before or after a phone call from an
unknown person asking if the item was received

Dealing with a potentially hazardous letter or package:

» Do notopen it

» Do not shake or empty the contents of any suspicious package or envelope

» Do not carry the package or envelope, show it to others or allow others to examine
it

» Put the package or envelope down on a stable surface; do not sniff, touch, taste, or
look closely at it or at any contents which may have spilled

» Alert others in the area about the suspicious package or envelope. Leave the area,
close any doors, and take actions to prevent others from entering the area

» Wash hands with soap and water to prevent spreading potentially infectious
material to face or skin

» Call the police or consult with a supervisor

Dealing with a hazardous letter or package:

» If a package is leaking powder or any substance, put the package down gently in a
closet or the safest place available without transporting the package out of the area
already affected. Cover the substance and/or suspected package with a trash can or
other material to prevent the substance from becoming airborne

» Do not try to Clean up the powder. Cover the spilled contents immediately with
anything (e.g., clothing, paper, trash can, etc.) and do not remove this cover as to
prevent the substance from becoming airborne

» Leave the room and close the door, or section off the area to prevent others from
entering

» Wash your hands with soap and water to prevent spreading any powder to your
face
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» Remove heavily contaminated clothing as soon as possible and place in a plastic bag,
or some other container that can be sealed

* Shower with soap and water as soon as possible. Do not use bleach or other
disinfectant on your skin
» Call 911 and report the suspicious package with potential hazardous material
» Provide the 911 operator with information as to why the package is suspicious
(leaking powder, heavy stains, etc.)
» Provide with dispatcher information on any people potentially in contact with the

substance and their actions

» Wait calmly until emergency response units arrive and enter the building. Identify
yourself and show first responders where the letter/package is located

» Follow instructions of first responders

Risk-based Management
High-credibility

» Visual confirmation of an explosive device

» Contact with an unknown powdery substance contained in a letter or package

» Communication from an unknown person and confirmation of a suspicious letter or
package
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Telephone Harassment

Before:
» Communication skills workshops through Human Resources

» “Recognizing and Responding to Threatening Behavior” through Police Services

Telephone harassment occurs when someone intends to annoy, harass or threaten by:

» Making a telephone continually ring

» Making lewd, indecent, or obscene comments, suggestions or requests over the telephone
» Making a telephone call where the caller does not identify himself

» Making repeated telephone calls where the conversation consists only of harassment

During:
» If the caller makes threats of physical harm to others or property, contact KSU Police Services
» If possible, note the callers telephone number from the view screen on the Cisco IP phone
» Ask the caller to identify themselves and provide you with contact information
» If appropriate, tell the caller to stop calling
» If the phone calls continue, contact KSU Police Services to file a report
After:

» Notify your supervisor or the appropriate department head
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Annexes

Evacuation

Facility Evacuation

A wide variety of emergencies may require a facility to be evacuated. These emergencies could include:
fires, explosions, earthquakes, tornadoes, toxic material releases, civil disturbances and workplace
violence. Staff members will have to respond differently but effectively to these different threats or
hazards.

Factors that a staff member should consider when evacuating, but are not limited to:

Type of threat or hazard

Potential effects of a threat or hazard in the area
Growth of a threat or hazard in the facility
Location of threat or hazard
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Damage to facility

Unplanned Evacuation

An unplanned evacuation of the facility is when patrons leave the facility due to an emergency
situation without prompting from staff members. This may include a fire alarm, explosion or facility
damage.

Rapid Evacuation

A rapid evacuation of the facility is a planned evacuation by staff members. The evacuation is
immediate and done as quickly as possible. Patrons will not be able to retrieve belongings and the
facility will be left unsecured.

Systematic Evacuation

A systematic evacuation of the facility is a planned evacuation. An evacuation is necessary but allows
faculty, staff and students to gather their belongings and allows staff to properly secure the facility.

Staff members will, to the best of their ability, help with the orderly evacuation of the facility. Faculty
members must take responsibility for students in their classroom or office. While helping to evacuate
a facility, staff members should consider:

» Promoting the use of stairwells; discouraging using the elevator
» Assisting persons with disabilities
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Once a staff member exits the facility, they should meet-up with the other staff members at a
predetermined location to coordinate further actions. The rally location is listed in the appendix. Once
staff members have met, they must determine further actions and coordination of resources, such as:

» Having staff members secure the building by standing at entrance doors so that others may
not enter

Re-entry of the facility to secure critical areas or offices

Possible evacuation of the area

The relay of information, such as a student is trapped or unable to leave the facility
Contact point for first responders

Other possible needs or responsibilities not listed
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University Evacuation

In the event that a University evacuation is required, staff members should consider that they will most
likely experience issues such as traffic problems, the possibility of having to take alternate roads, and
evacuation by foot. When possible and safe, staff members should help students and visitors with the
evacuation process. Expect Police Services to attempt to coordinate an orderly evacuation of the
campus with limited resources. The evacuation process may encompass blocked roads, pushing
vehicular traffic to unfamiliar routes and other police agency participation. One of the goals of a
University evacuation is to get as many people as far away from campus as quickly as possible. The
expectation from safety forces is that the general public will cooperate with taking alternate routes
and unfamiliar roads in order to accomplish this goal. Once out of the area, evacuees would then have
to figure out the route in getting to their new destination, i.e. home. This area provides many different
roads and routes for people to reach their destination. Evacuees must comply with safety force’s
directions so that they can evacuate an area considered to be in or soon to be in, an emergency
condition.

Shelter-in-Place

Shelter-in-place is the use of a structure and its indoor atmosphere to temporarily separate individuals
from a hazardous condition. It may entail closing doors, windows and vents, and/or taking immediate

shelter in a readily accessible location. Generally, sheltering-in-place is only used for a short period of
time, typically a few hours.

Choosing to take shelter is necessary in many emergencies. In the event of an emergency event such as
the release of hazardous materials, chemical contaminants or acts of violence, a shelter-in-place order
may be given. Taking appropriate shelter is critical, and the type of protection is specific to the
emergency condition. It may require the building occupants to move to a lower or higher level, or stay
in their current location. It may also require building occupants to close windows and doors, or turn
off HVAC units. The length of time you are required to shelter may be short, such as during a tornado
warning, or much longer, such as during a winter storm or a pandemic. It is important that you shelter-
in-place until Police Services say it is safe to leave.

Page 27



If a mass notification message is given ordering to shelter-in-place, Police Services will provide you with
the information that is needed for you to best decide what to do.

In the event that staff members, students and visitors need to seek shelter, staff members should:

>

>

Follow orders from Police Services and other first responders

If designated and the emergency condition requires, report to a designated shelter-in-place
location

While relocating within the building, provide assistance as you deem reasonable to others
Report any important information to Police Services

When applicable, assist with the closure of exterior openings as directed by Police Services
Assist with ensuring order is maintained with building occupants

lockdown of the facility based upon the emergency event

Lockdown

In the event of an emergency condition, securing a facility, room, or other shelter area by closing and
securing entry ways may be required. This may include closing and securing exterior and/or interior
windows & doors. A lockdown is used to protect occupants inside a building, room, or other shelter
area from denying legal access to those outside of it. A lockdown may require you to barricade a
doorway or use other A.L.I.C.E. taught techniques to protect yourself and others. A lockdown message
would most likely only come from Police Services. A lockdown differs from a shelter-in-place order in

that most likely, occupants need to protect themselves from a human threat.

If a lockdown order is given, staff members should consider:
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If you have the ability and time, securing the facility
Secure exterior windows
Staff members should notify building occupants not to open doors or windows
Staff members should not let people into the facility
0 Staff members are encouraged to use their discretion if they believe they need to let
persons into the building that are in danger or in need of shelter
If possible, staff members will assist with ensuring order is maintained by building occupants

and that the integrity of the facility lockdown is not compromised
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Media Relations and Information Sharing

To ensure that the University’s public response to an emergency is quick, accurate and responsible, the
University Crisis Communications Response Team will coordinate the creation and dissemination of all
messages with internal and external constituents relating to a declared crisis. The University Crisis
Communications Response Team will be responsible for every aspect of communication, including
information gathering, contact with media outlets and updates to the University website, in order to
provide information that will protect the credibility of the institution and its leadership, and encourage
accurate news coverage by having one authorized source of consistent information.

In the event of a large scale crisis, an incident involving the threat of injury, iliness, and loss of property
or services that jeopardizes the normal course of University operations —the Kent State Emergency
Resource Team, led by the Department of Public Safety and comprised of various representatives from
the Kent Campus, assumes control and direction of the University’s response. In those situations, the
Emergency Resource Team would identify the issues and involve the appropriate departments and
personnel to help determine what actions should be taken, establish the University’s position
statement, agree upon what information is to be conveyed to the campus and public, and formulate
the next steps in the ongoing crisis response. The University Crisis Communications Response Team
will work in tandem with the Kent State Emergency Resource Team to facilitate the dissemination of
factual information.

In most situations, Kent State University Police Services will be involved with incidents of emergency or
crisis. In those situations, KSU Police services will be in contact with University Communications and
Marketing to facilitate the dissemination of factual information. In situations where KSU Police
Services are not involved but there are media relations and information sharing concerns, you should
contact:

Eric Mansfield 330-672-2797 (office) 216-313-8292 (cell), emansfie@kent.edu
Emily Vincent 330-672-8595 (office) 216-832-4491(cell), evincen2 @kent.edu
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Considerations for Individuals with Disabilities

Staff members should be aware of occupants with disabilities utilizing their facilities and ensure that

they are successfully evacuated or sheltered during an emergency. Appropriate measures and proper

procedures should be followed to ensure a safe evacuation or sheltering of those with disabilities.

Visually Impaired Persons
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Tell the person the nature of the emergency

Act as a “sighted guide” by offering an arm for guidance

Tell the person where you are and where obstacles are located

Upon reaching a safe location, orient the person to the location and ask if further assistance is
needed

Hearing Impaired Persons

>

Staff members should utilize alternate methods of communication to get the attention of
persons with hearing impairment

Use an effective method to inform the person how to take the appropriate actions

If the type of emergency requires and if possible, assist the person with evacuation, sheltering-
in-place and/or other emergency actions

Individuals in Wheelchairs and other Non-Ambulatory Persons

>

If a person is unable to evacuate or shelter-in-place due to being non-ambulatory, staff
members will assist the person to the best of their ability

If the non-ambulatory person cannot be evacuated, the staff member should make every effort
to shelter the person from the hazard or threat until first responders arrive

Depending on the hazard, the staff member may choose to stay with the person or leave
0 If the staff member chooses to stay, they must contact first responders to notify them of
the their location and the person’s condition
0 If the staff member chooses to leave, they must notify first responders of the location of
the person(s) sheltered-in-place and their condition

Staff members may also seek help from others to help the person to safety
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If staff members meet at a rally point, staff members will communicate information
about non- ambulatory people in the facility. Staff members will then decide the best
course of action to take to protect those persons from danger.

Considerations when dealing with non-ambulatory people:

O Be aware that some people have minimal ability to move and lifting them
may be dangerous to their well-being

0 Some individuals have very little upper trunk and neck strength

0 Frequently, non-ambulatory people have respiratory complications; remove them
from smoke and vapors immediately.

0 Some people who use wheelchairs may have electrical respirators; they should be
given priority assistance, as their ability to breathe may be seriously in danger.
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